
The CoreStreet Validation Authority is a 

complete software solution that enables 

digital certifi cate validation in a scalable, 

secure, and cost effective manner.

CoreStreet Validation Authority™ 

Overview

A digital certifi cate provides a secure way to authenticate the 
identity of a person or computer. Unfortunately, authentication 
does not determine whether the certifi cate itself is still valid, 
or whether its associated roles and privileges are still current.  
A relying party must check for status changes and revocation 
to implement a truly secure Public Key Infrastructure (PKI) 
Th is validation check must be both fast and secure to support a 
medium to large PKI environment.

Classically, there have been two approaches to certifi cate 
validation. In the fi rst solution, a trusted authority periodically 
publishes a signed master list of all valid or revoked certifi cates.  
Th is Certifi cate Revocation List (CRL) rapidly grows to an 
unusable size for environments with more than a few thousand 
certifi cates.

Th e second approach requires direct communications to a 
secured, trusted authority that can verify the validation status 
of each certifi cate. Th is approach, known as Traditional OCSP, 
requires each validation server to be protected against both 
physical and network attacks, since any successful compromise 
can allow an intrusion by revoked or stolen certifi cates. 
Th e security risks and associated costs make this approach 
unacceptable for most medium and large PKI environments 
with more than one validation authority.

Th e CoreStreet Validation Authority (VA) provides a 
revolutionary third approach for digital certifi cate validation 
called Distributed OCSP. Th is is based on the centralized 
(potentially offl  ine) generation of signed validation proofs 
that can be published through an extremely scalable network 
of lightweight, unsecured Responders. Th e VA serves as a 
fully compatible drop-in replacement for a Traditional OCSP 
infrastructure off ering radically improved security at a fraction 
of the total cost.
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Components

Th e CoreStreet VA is composed of two soft ware 
components that together build a secure certifi cate 
validation infrastructure, as shown in the following 
diagram.

Typically, a PKI environment will deploy one Validation 
Authority in a single, secured location, which may be 
the same location as the Certifi cate Authority (CA). 
Th e Validation Authority publishes Distributed OCSP 
validation proofs to any number of VA Responders, which 
provide standard OCSP service to relying parties using an 
OCSP toolkit, application, or plug-in.

Key features

Th e CoreStreet VA introduces a distributed infrastructure 
for certifi cate validation that is fundamentally superior 
to any CRL or Traditional OCSP scheme in the following 
areas:

• Security  CoreStreet VA Responders have no 
private keys, thus requiring little physical or network 
protection. VA Responders cannot provide false 
responses even if compromised.  Additionally, the 
CoreStreet VA is FIPS 140-2 certifi ed.
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• Scalability  CoreStreet VA Responders can be rapidly 
deployed in any number of locations, allowing for scalability 
to hundreds of remote sites.

• Availability  Since the VA Responders can be easily 
replicated in many locations, overall service availability is 
extremely high with excellent survivability under attack 
when compared to centralized, trusted topologies.

• Performance  CoreStreet VA Responders can be placed 
close to relying parties allowing extremely low latency for 
OCSP responses.

• Cost effective  Validation Authority pricing allows for 
unlimited Responder deployment without soft ware fees. In 
addition, there are no per-transaction costs.

• Ease of management  Since the Responders represent 
stateless, appliance-grade functionality, only the central 
Validation Authority requires management. To ease 
management, the VA is confi gurable through a full-featured 
web interface.

• Fully licensed  Th e VA represents the only authorized 
OCSP implementation covered by CoreStreet’s intellectual 
property, such as US patents 5,666,416 and 5,717,758. 
For more information on CoreStreet patents, go to                
www.corestreet.com/library.

• Standards compliant  While the VA represents a 
revolutionary approach to certifi cate validation, it integrates 
seamlessly with existing PKI products from CoreStreet, and 
other vendors, through standards such as X.509, OCSP, and 
LDAP.  Th e CoreStreet Validation Authority is FIPS 201 
approved.

Smart Data Bridge™ (optional)

Th e Smart Data Bridge is an optional component, which 
constantly monitors data sources for certifi cate status updates, 
and pushes these changes to the CoreStreet Validation 
Authority whenever they occur. 

Requirements

Supported platforms
• Sun® Solaris™ 8
• Sun Solaris 10
• Red Hat® Enterprise Linux v.4
• Microsoft ® Windows® 2000 operating system
• Microsoft  Windows XP Professional operating system
• Microsoft  Windows Server® 2000 operating system
• Microsoft  Windows Server 2003 operating system

Supported databases
• PostgreSQL 7.4 
• Oracle® 9i
• Oracle 10g
• Microsoft  SQL Server™ 2000 database soft ware
• Microsoft  SQL Server Desktop Engine (bundled with 

product)
• McKoi (bundled with product for evaluation)

Supported certifi cate authorities
• Supports all industry standards-compliant certifi cate 

authorities

Supported security modules
• SafeNet® Luna® SA
• nCipher® nShield™
• Sun® JCE soft ware-only provider
• AEP™ Keyper Professional fi rmware version 2.3 
• AEP Keyper Enterprise fi rmware version 1.4 

Complementary CoreStreet products

• Desktop Validation Client™
• Responder Appliance 2400™
• Server Validation Extension™ for Microsoft  IIS
• Server Validation Extension™ for Microsoft  Domain 

Controller
• Server Validation Extension™ for Microsoft  Exchange 

Outlook® Web Access

Licensing

Whether used for information security such as secure 
email, or for physical security such as an electronic access 
control system, a secure PKI needs a strong validation 
infrastructure to provide secure authorization using 
digital certifi cates.   

Th e CoreStreet VA is currently available for purchase 
and deployment. Contact CoreStreet to receive more 
information or to discuss professional services to assist 
in the deployment of a secure and scalable validation 
infrastructure.

R



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (Adobe RGB \0501998\051)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends false
  /DetectCurves 0.0000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (U.S. Prepress Defaults)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 800
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [1200 1200]
  /PageSize [612.000 792.000]
>> setpagedevice


